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NETWORKED STATE ESTIMATION OVER
LOSSY COMMUNICATION CHANNELS
WITH DATA RATE LIMITATION
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Abstract

This paper deals with the state estimation problem for networked
control systems. In general, data packets on plant states are
transmitted over a lossy communication channel. More precisely, the
system in our modelling framework is subject to both data packet
dropout and data rate limitation in such a channel. To deal with the
state estimation problem, we employ the differential quantization
method and give a new quantization coding scheme for such systems
and derive that encoders and estimators can work synchronously on
the basis of the scheme. Furthermore, we further derive sufficient
conditions for observability in this case. We present an illustrative

example to state the effectiveness of the proposed scheme.
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1. Introduction

The problem of observability analysis of networked control
systems in the presence of communication constraints has
a rich, long history of literature. The phenomenon of data
packet dropout and data rate limitation is rather common
in such systems [1]. This has caused a great interest in
observability analysis of linear systems.

The literature in this area may be divided into several
parts. One part derives conditions for observability un-
der packet dropout. Another one considers the case with
data transmission delay. Furthermore, there exists some
research work on observability under data rate limitation
too. Packet dropout can result in loss of control perfor-
mance or instability. Networked control problems under
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random packet losses were considered in [2]-[4]. Further-
more, the paper [5] studied the problem of state estimation
for networked control systems subject to the stochastic
packet delay and loss. The paper [6] and [7] addressed
the state estimation problem with random time delays. A
lot of excellent results on data rate limitation have been
reported in the literature. Sufficient conditions on the data
rate required to ensure observability and stabilization of
linear control systems were provided by [8]-[11]. Data rate
conditions to stabilize linear control systems were derived
on the basis of event triggering [12]-[13].

Some of the classical results involving the state estima-
tion problem for networked control systems are presented
n [14]-[17]. Networked state estimation over a shared
communication medium was introduced in [14]. An Linear
Matrix Inequality approach could be used to design the
state estimator for networked control systems [15]. A com-
prehensive solution to the plant state estimation problem
for networked control systems in a distributed fashion over
communication networks was provided in [16]. A remote
state estimator over a wireless fading channel was designed
in [17]. The paper [18] gave the design of an observer on
the basis of sliding mode control law.

Our focus in this paper is on state estimation for
networked control systems. Thus, the values of plant
states need to be quantized and coded. Data packets are
transmitted over a communication channel with both data
packet dropout and data rate limitation. For such a chan-
nel, we will give a new quantization coding scheme, which
differs from those of the literature. It guarantees that the
system is controllable and observable. We will also derive
that encoders and estimators can work synchronously on
the basis of the scheme. Furthermore, we will further give
a lower bound of data rates of the channel, above which
there exists a coder-controller to ensure observability of
networked control systems. The sufficient condition pro-
posed here is derived by a new proof techniques and is less
conservative. Clearly, it is a significant result.

The main contributions of this paper are as follows.

e We develop the framework for networked control sys-
tems, which are subject to both data packet dropout
and data rate limitation, and deal with the state esti-
mation problem for such systems.
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Figure 1. Networked control systems.

e We employ the differential quantization method and
give a new quantization coding scheme.

e We derive that encoders and estimators can work syn-
chronously and further derive sufficient conditions for
observability in this case.

The rest of the article is organized as follows. In
Section 2, we present the problem formulation. In Section
3, we give the quantization, coding, and control scheme. In
Section 4, we derive sufficient conditions for observability.
In Section 5, we present the results of numerical simulation.
In Section 6, we state conclusions.

2. Problem Formulation

We are primarily interested in studying the following net-
worked control system

X(k+1) = GX (k) + HU(k), (1)
Y(k)=CX(k),k € Z* (2)

where X (k) € R™, Y (k) € R™, and U(k) € RP denote the
plant state, the measured output, and the control input,
respectively. G, H, and C are known matrices. Assume
that X (0) is a random variable satisfying

IX(0)] < o < o0 3)

Assume that the pair (G, H) is stabilizable and the pair
(G, Q) is observable.

As shown in Fig. 1, the encoder sends the information
on the plant states to the estimator over a communication
channel. First, values of plant states need to be quantized
and coded. In general, data packets on plant states are
transmitted over a lossy communication channel. Then,
System (1) in our modelling framework is subject to both
data packet dropout and data rate limitation in such a
channel. Let pg denote the packet dropout probability and
let r(k) denote the number of bits transmitted at the kth
sampling interval. If the estimator receives no packet on
plant states in the kth sampling interval, we set 8(k) = 0.
On the contrary, we set 8(k) = 1. Clearly, §(k) can state
whether the data packet is lost.

Let X (k) and V (k) denote the state estimation and the
state estimation error obtained by the estimator. System
(1) is said to be mean square observable if there exists a
quantization coding scheme such that

limsup B[V (k)|| < ¢ < oo (4)

k—o0

holds.

In this paper, we will address the state estimation
problem for System (1) over such a digital communication
channel with both data packet dropout and data rate
limitation. The main task is to propose a new quantization
coding scheme under communication constraints and to
derive sufficient conditions for observability of System (1).

3. Quantization, Coding and Control Scheme
3.1 Quantization and Coding

To deal with the state estimation problem, we employ the
differential quantization method and give a new quantiza-
tion coding scheme for System (1). The scheme is clearly
different from the existing ones in the literature. On the
basis of the quantization coding scheme, we will further
give a lower bound of data rates of the channel, above
which there exists a coder-controller to ensure observability
of System (1).

We consider the case where the system matrix G has
only the real distinct eigenvalues. For other cases, there
are similar results [9]. Let Ay, A2, -+, A, denote the real
distinct eigenvalues of G. Then, we may find two matrices:
M and O such that

O = MGM ™! = diag[A, Ao, -+, A\p). (5)

We define
Z(k) := MX(k), (6)
W (k) := MHU (k). (7)

Thus, we have
Z(k+1)=06Z(k)+W(k). (8)

Let Z(k) = [z1(k) z2(k) 2 (K)]T and W(k) =
[wy (k) we(k) wy, (k)]T. Then, we have

zl(k—l—l):)\zzz(k)—i-wz(k), 1=1,2,--- n. (9)
If |\;| <1, it leads to

limsup Elv; (k)| < ¢. (10)
k—o0

Next, we consider the case with [A;| > 1. Let z;(k,e)
and d;(k,e) denote the ith state prediction and its error
radius at the encoder, respectively. If one packet sent at
the (k — 1)th sampling interval is successfully delivered
to the estimator at the time within ((k — 1)h,kh) (i.e.,
O(k — 1) = 1), the estimator can obtain the quantization
value ¢;(k — 1) at the (k — 1)th sampling interval. Then,

we may implement quantized feedback control such that

|zi(k) — zi(k,e)| < di(k,e) (11)

holds. On the contrary, if there exists ¢ € {1,2,--- ,n}
such that

|z:(k) — zi(k,e)| > di(k,e) (12)

holds, the encoder can know that the packet sent at the
(k — 1)th sampling interval is lost. In order to show



the Communication State Information at the encoder, let
a(k) € Z* denote the number of successive packet dropout.
Then, a(k) is given by

0, when 8(k —1) =1
a(k) = (13)
a(k—1)+1, when 0(k — 1) =

with «(0) = 0.

Let %;(k,e) denote the encoder estimation of z;(k).
Furthermore, the encoder defines o;(k,e) as the centre of
certain range of z;(k). Then, the encoder sets

0;(k—1,€e) + g;(k—1), when 8(k — 1) =1

ﬁl(k — ]., 6) =
0i(k—1,¢e), when 6(k—1) =0
(14)
We define
Z(k—1,e) = [21(k —1,e) 2(k—1,e) -+ 2, (k—1,e)]",
Ok —1,e) =[o1(k—1,e) oa(k—1,e) -~ on(k—1,e)]".
(15)

Let K denote the control gain. Then, the encoder sets
O(k,e) = (©+ MHKM Y)Z(k —1,¢) (16)

with O(0, e) = 0.

We employ a uniform quantizer and divide the interval
[0i(ky ) — [N W d;(k — a(k), ), 0i(k, e) + [Ni|*Fd;(k —
a(k),e)] into m;(k) € Z* subintervals. Here, we select
m; (k) satisfying

mi(k) = moa T > a0+ (17)

where m;p is a positive integer larger than |\;|. Here,
we may set m;o = [|A\;|]]. Then, z;(k) falls into the jth
one of m;(k) subintervals, j = 0,1,2,--- ,m;(k) — 1. The
midpoint of the jth subinterval is the quantization value
qi(k). Tt follows from [19] that the data rate r(k) € Z*
must satisfy the following condition

r(k) = (a(k) +1)Ro
> (a(k) +1) Z log, |A;|  (bits/sample) (18)

with Ry := Y1, log,m;o. Here, we may employ the
minimum data rate

r(k) = [(a(k) + 1)Ro] (bits/sample). (19)

We construct a binary code ¢(q1(k), g2(k), -+ , qn(k))
with the codeword length I(k), where

I(k) = r(k) = [(a(k) + 1) Ro]. (20)

Furthermore, the encoder gives the state prediction
and its error radius by
Z(k+1,e)=(©+MHKM ") oi(k,e) + qi (k)

02(k’€) +QQ(k) On(kae) +Qn(k‘)}T (21)

and

dik1,¢) = 2 ko) (22)
10

3.2 State Estimation and Control

Let z;(k, s) and d;(k, s) denote the state prediction and its
error radius at the estimator, respectively. If one packet
sent at the kth sampling interval is successfully delivered
to the estimator at the time within (kh, (k + 1)h) (i.e.,
0(k) = 1), the estimator can obtain the codeword length
(k) and compute a(k) by

ok = D)y, (23)
0
Furthermore, it can also obtain the quantization value
qi(k),i=1,2,--- ,n, at the kth sampling interval.
The estimator defines o;(k, s) as the centre of certain
range of z;(k). Let 2;(k, s) denote the estimator estimation
of z;(k). Then, the estimator sets

A w0
We define
Z(k.s) = [21(k, ) Z2(k,s) Zn(k, 9)]T, (25)
O(k, s) = [o1(k,s) o0a(k, s) on(k, )"
Then, it follows that
X(k) = M~*Z(k, s). (26)
Here, we give
Uk) = KX (k), (27)

where all eigenvalues of G + H K lie inside the unit circle.
Then, the estimator sets

Ok+1,e)=(©0+MHKM YZ(k,s) (28)

with O(0,s) = 0. Furthermore, if one packet sent at
the kth sampling interval is successfully delivered to the
estimator at the time within (kh, (k + 1)h), the estimator
may obtain

Z(k+1,8) = (©+ MHKM Yoy (k,s) + qi (k)

0z(k,s) +az(k) -+ on(k,s) +qn(k)]" 2

and

Ai
di(k+1,s) = 7|n |di(k7s). (30)
10

4. Sufficient Conditions for Observability

This section derives sufficient conditions for observability of
System (1) in the presence of communication constraints.
To solve the state estimation problem, it is necessary that
the encoder and the estimator work synchronously.



Theorem 1. Consider System (1). Let R and pg denote

the average data rate of the channel and the probability

of packet dropout, respectively. Then, there exists the

quantization coding scheme given in Section 3 such that the

encoder and estimator can work synchronously. System (1)

s mean square observable if the following conditions hold:
® py needs to satisfy

Pa < | (31)

il

o R needs to satisfy
1 n
R> —— logs [A; bits/sample). 32

Proof. First, we assume that for any time k, we have

0i(k,e) = o0;(k, s), (33)
di(k, 6) = dz(k‘, S), (34)
5k —1e) = Zi(k — 1,5). (35)

We will derive

oi(k+1,e) =0;(k+1,5),
21'(]{,6) = il(k,s)

Then, we can obtain the recursive formulation. We will
also derive that d;(k, e) and d;(k, s) converge to the neigh-
bourhoods of the origin as k — oc.

Let T} denote the time when the jth packet is success-
fully delivered to the estimator. Here, we define

T; =mink (37)
subject to
(k) =1,
T, 1 <k,
! (38)
Ty = —1,
g kT, €L

Then, we have

a(Ty) =T; = Tja — 1,
Oé(Tj + 1) =0.

(39)

Now, we consider the case with 0(T;) =1 (j =
1,2,---,00). Namely, the packet sent at the T; sampling
interval is successfully delivered to the estimator at the
time within (T;h, (T; + 1)h). A similar argument can be
used for this case.

When the jth packet is successfully delivered to the
estimator, the estimator has access to the codeword length
[(T;) and can compute a(T;) by

U(T;)

o(Ty) = |5

|1 (40)

Furthermore, the estimator may also obtain ¢;(Tj), and
give

(T, 8) = 0i(Tj, 5) + ¢i(T5). (41)
Then, we have

BT < (T, 5), (42)

70

and

X(Tj) = M~ Z(Ty, 5). (43)
We have
Z(Tj+1)= (0 + MHKM 1) Z(T},s) + OV (T};). (44)
Furthermore, the estimator sets
OT;+1,8) = (©+ MHKM YZ(T},s)  (45)
and
Z(T;j+1,8) = (©+ MHKM™Y)Z(T;,s).  (46)

Clearly, it follows that

Ai
5T 1) T + 1,9 < a1y ) = a1y +1,9),
i0
(47)
Clearly, the range of the prediction error would decrease
due to mgg > |\l
At the same time, the encoder sets

Z(Tj +1,e) = (0 + MHKM ")[oy(T;,e) + qi(T}) (48)
02(Tj,e) + q2(T5) -+ on(Tjse) + gn(TH)]"

Then, it follows that
2i(T5 +1) — 2i(T; + 1, )| < di(Tj + Le).  (49)

If the encoder finds that z;(T; + 1) satisfies the condition
above, it can know that the packet sent at the T)th
sampling interval is successfully delivered to the estimator
at the time within (T}h, (T; + 1)h). The encoder sets

2i(Tj,€) = 0i(Tj, ) + ai(T)), (50)
and obtains
O(Tj +1,¢) = (©+ MHKM 1 Z(Tj,e).  (51)
Then, it follows that
0;(Tj+1,e) =0;(T; +1,5),
d;(Tj+1,e) =d;(T; + 1, 9), (52)
zi(Tj,e) = 2;(Tj, 5).

For this case, the encoder and the estimator can work

synchronously.
Now, we consider the case with 6(k) =0 (Tj_1 < k <
T;,7=1,2,--- ,00). For this case, the estimator may set

Zi(k,s) = oi(k,e). (53)



Then, we have
03 (k)| < [Ni|*®Vdi (k — a(k), s), (54)

and

We have
Z(k+1)=(©+MHKM YZ(k,s)+ OV (k). (56)
Furthermore, the estimator sets
O(k+1,8)=(©+ MHKM ")Z(k,s) (57)
and
Z(k+1,8)=(©+ MHKM YZ(k,s). (58)
Clearly, it follows that

2i(k+1) — 0i(k +1,8)| < N[* P (k — a(k), )
>di(k+1,s).
Clearly, the state prediction error will grow by |A;|.

At the time k + 1, the encoder has access to z;(k + 1)
and finds that there exists i € {1,2,--- ,n} such that

|zi(k+1) — zi(k+1,e)| > d;(k+1,¢) (60)

holds. This means that the encoder can know that no
packet sent at the kth sampling interval was successfully
delivered to the estimator at the time within (kh, (k+1)h).
Then, the encoder sets

2i(k,e) = o;(k,e) (61)
and obtains
Ok+1,e) = (©+MHKM YZ(k,e). (62)

Then, it follows that

oi(k+1,e) =o0;(k+1,5),
di(k—l—l,e) :di(k‘—Fl,S), (63)
Zi(k,e) = Z(k, s).
For this case, the encoder and the estimator can also work
synchronously.
Combined with the arguments above, it follows that

the encoder and the estimator can work synchronously.
Then, we have

Elzi(k) — 0i(k, s)] <Y pj|ai|*®

=0

di(k —a(k),s), (64)

where p; denotes the probability of (k) = j. As k is large
enough, it follows that

E|z;i(k) — 0i(k, s) Z (1= p)ph Al ¢o.  (65)
=0

If we assume that pg < ﬁ holds, it follows that

1—pg
1*pd|)\i|

At the same time, it follows that

E|ZZ(/€) — Oi(/{, 8)| < ¢0. (66)

r(k) > (a(k) + 1) Z logy |A;| (bits/sample).  (67)
i=1

We take an expectation on it, and obtain

R > Zp(a(k‘) =
j=0

k)+1) Z log, |A;|  (bits/sample).

(68)
As k is large enough, it follows that

[Ai] (bits/sample). (69)

Thus, the proof is complete. O

Remark 1. To deal with the state estimation problem, we
employ the differential quantization method and give a new
quantization coding scheme for System (1). The scheme
is clearly different from the existing ones in [5] and [9]. It
is shown in Theorem 1 that there exists a lower bound of
data rate for observability. The paper [9] also gave a lower
bound of data rate for observability. However, the paper
[9] only consider the case without data packet dropout.
The paper [5] gave the conditions for observability and
controllability of linear systems subject to dada losses. We
further consider the case with both data packet dropout
and data rate limitation and give the sufficient condition
for observability. Furthermore, in Theorem 1, we give
an upper bound on the probability of packet dropout for
observability (i.e., pg < ITl\)’ which is similar to that of [5].
The difference is that we further argue the bound under
the data rate limitation, but the paper [5] considered the
case with both packet dropout and delay.

5. Numerical Example

In this section, an numerical example is presented to
illustrate the obtained result for the state estimation in
System (1).

Consider System (1) with the following parameters

12.67 22.12 2.1 10
G= JH = C = . (70)
—4.38 —7.11 —-0.7 01

Let 21(0) € [-5 5] and x2(0) € [—5,5]. We employ the
feedback gain k = [-6.0 — 10.8]. Let the sampling period
h = 0.5ms. We may compute M and ©, and obtain

0.9273 —0.8978 37425 0
M= 0= . (71)
—0.3743 0.4405 0 18175

First, we set the data rate of the channel and choose
R = 8.0 (Kb/s). Furthermore, we set pg = 0.2. Figure 2
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Figure 2. The estimation error with p; = 0.2 and R = 8.0
(Kb/s).
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Figure 3. The estimation error with p; = 0.4 and R = 8.0
(Kb/s).

shows the simulation result for this case. Clearly, it turns
out that in this case, the system is observable.

Next, we enlarge the packet dropout probability and
set pg = 0.4. Furthermore, we still choose R = 8.0 (Kb/s).
Figure 3 shows the simulation result for this case. Clearly,
it turns out that in this case, the system is unobservable.

Now, we reduce the data rate and set R = 4.0 (Kb/s).
Furthermore, we still set p; = 0.2. Figure 4 shows the
simulation result for this case. Clearly, it turns out that in
this case, the system is unobservable.

6. Conclusion

In networked control systems, data packets on plant states
are transmitted over a digital communication channel with
both data packet dropout and data rate limitation. For
this case, we proposed a new quantization coding scheme

200

150 1

100 1o
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-100 s ‘ ‘
0 50 100 150 200
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Figure 4. The estimation error with p; = 0.2 and R = 4.0
(Kb/s).

and derived sufficient conditions for observability. Here, we
consider the case without data transmission delay. How-
ever, the quantization coding scheme above needs to be
improved in the case with data transmission delay. For
future research, we will consider this case and derive suffi-
cient conditions for observability in this case. Furthermore,
future work will seek to address these challenges in net-
worked nonlinear control systems. An illustrative example
was given to demonstrate the effectiveness of the proposed
method.
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